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HOW FINTECHS CAN ADDRESS AML CHALLENGES

Abstract

This paper discusses the impact of hyper-digitalisation brought about by the COVID-19
pandemic on the financial services industry, creating new opportunities but also posing significant
challenges in detecting financial crime risks. Financial institutions are faced with the increasing
burden of regulatory compliance, internal pressures, and demands for seamless customer
experiences. Anti-money laundering professionals are particularly affected, with limited resources
and inefficient manual processes that hinder their ability to detect illicit activities. In response,
fintechs are using technology to reimagine banking and offer solutions to these challenges. This
paper highlights the need for the financial industry to embrace innovation and collaborate with
fintechs to effectively manage financial crime risks.
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“Fintech”lor ¢irkli pullarin yuyulmasi ilo miibariza problemlarini neca hall eds bilar?

Xiilaso

Bu mogalodo COVID-19 pandemiyasinin yaratdigi hiper-rogomsallasmanin maliyys Xidmatlori
sonayesino tosiri, yeni imkanlar yaradilmasi, eyni zamanda maliyyo cinayatlori risklorinin agkar
edilmasinda shamiyyatli problemlorin meyadana ¢ixmasi miizakira edilocok. Maliyys institutlart
artan tonzimloyici komplayns yiikii, daxili tozyiglor vo qlisursuz miistori tocriibasi toloblori ilo
tizlogirlor. Cirkli pullarin yuyulmasi ilo miibarizo ilizro pesokarlar xiisusilo mohdud resurslar va
geyri-ganuni foaliyyatlori askar etmok gabiliyyatina mane olan somorasiz avtomatlagdirilmamis
proseslorin tosirina moruz qalirlar. Buna cavab olaraq, fintechlor bankgiligi yenidon formalagdirmaq
va bu ¢atinliklora holl yollar: toklif etmok iigiin texnologiyadan istifads edirlor. Bu sonad maliyyo
sonayesinin innovasiyalart manimsomasi vo maliyys cinayatlori risklorini effektiv sokildo idara
etmak tigiin fintech-lorlo omokdasliq edilmosi ehtiyacini vurgulayir.

Acgar sozlar: cirkli pullarin yuyulmas: ilo miibariza, Ragamsal identifikator, Kriptovalyuta,
Komplayns, Miistari monitoringi

Introduction

To justify investments in AML control systems, improving customer experience is critical.
High costs and poor processes increase AML risk. Digital verifications of entities and individuals
are replacing physical and paper-based ones, but there is no global standard, making it inconvenient
and inaccurate. Digital 1D interoperability is urgently needed for faster, cheaper, and more accurate
eKYC. The EU's eIDAS regulation recognizes electronic IDs from its 27 member countries,
allowing cross-border electronic transactions with trust and interoperability (1).

Various players in the financial industry, such as fintechs, exchanges, and traders, are
encountering more intricate regulations. Payment Service Providers (PSPs) are heavily regulated
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and face scrutiny for sanctions screening and transaction monitoring. In the UK, the Payment
Services Regulation 2017 has brought PSPs under scrutiny. Similarly, the Monetary Authority of
Singapore has provided guidelines for PSPs, while European supervisory authorities have issued
guidance to prevent terrorist financing and money laundering in electronic fund transfers.
Cryptocurrency firms, including exchanges, traders, and asset managers, are growing rapidly and
present a budding financial crime threat. Cryptocurrency's anonymity makes it susceptible to
sanctions evasion, financing terrorism, and other illegal activities. PayPal now accepts payments in
cryptocurrency, and in 2020 launched a new service enabling customers to buy, hold and sell
cryptocurrency from their PayPal accounts (2).

Governments and regulators worldwide are struggling to keep up with the growing
cryptocurrency ecosystem. The Financial Action Task Force (FATF) has prioritized cryptocurrency
and emphasized the importance of financial crime prevention. The "Travel Rule" extends anti-
money laundering obligations to cryptocurrency transfers above a certain threshold and applies to
Virtual Asset Service Providers (VASPs) (3). In the US, virtual currencies are recognized as a
significant financial innovation but are also viewed as a preferred form of payment for illegal
activities. The Office of Foreign Assets Control (OFAC) has targeted the cryptocurrency ecosystem
due to the increasing exploitation of virtual currency by bad actors in sanctioned countries. In the
European Union, the Crypto Travel Rule has been mandated, and the Digital Services Act (DSA)
and Digital Markets Act (DMA) have been proposed to create a safer and more open digital space
(4).

Regulators worldwide are trying to keep up with the expanding cryptocurrency ecosystem. The
Financial Action Task Force (FATF) has prioritized cryptocurrency and reiterated the importance of
financial crime compliance and prevention. The "Travel Rule" extends AML/CFT obligations to
cryptocurrency transfers valued at US$1,000 or more. In the US, FinCEN recognizes virtual
currencies as a substantial financial innovation but also views them as a preferred form of payment
for illegal activities (5). The European Commission has proposed two legislative initiatives to
reform the EU's digital economy, the Digital Services Act (DSA) and the Digital Markets Act
(DMA), applicable across the whole EU to create a safer and more open digital space. The DSA
sets rules on the liability of digital platforms for the content, products, and advertisements they
distribute. Lenders need to comply with customer due diligence measures and be registered with the
FCA for money laundering supervision. The "regulatory sandbox" approach encourages
experimentation while allowing states to oversee and evaluate what companies are trying to do (6).

New technology can help AML compliance executives improve customer experience, manage
risk, and navigate regulatory challenges. Fintech companies are rapidly introducing intuitive,
economical, and scalable products that leverage social media and data integration to gain market
share and disrupt traditional financial services. Big tech companies like Amazon, Apple, Facebook,
and Google have set high standards for digital experience, which now apply to financial services.
To keep up, traditional financial institutions are launching digital products, creating fintech
incubators, and considering M&A and strategic investments in fintechs (7).

To create effective AML compliance frameworks, companies should focus on five core
elements. The first is customer onboarding, which involves effective customer screening, KYC, and
enhanced due diligence. Digital onboarding can improve efficiency and the customer experience,
but all checks should be auditable. Key questions to consider include identifying fraudulent
documents, confirming the person's identity and uncovering any risks associated with the entity (8).

Ongoing monitoring is essential for companies to comply with AML regulations beyond
customer onboarding. It helps to identify potential risks as they occur, and ongoing checks are
necessary to assess these risks. It's important to ensure that the right alerts are received from the
screening dataset and that they are accurately recorded in the customer record. Some questions to
consider include whether the alerts are appropriate and how they are reflected in the customer's
overall record (9).
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Continuing to monitor customer transactions is crucial. It is necessary to ask questions such as:
Is a customer making payments to a sanctioned entity? Is a customer at risk of fraud? Has a
customer account been compromised?

Continuous KYC: Keeping track of changing customer information is a crucial aspect of KYC
compliance. Financial institutions must be aware of the data points that should trigger a new KYC
process. This involves considering factors such as the importance given to specific data points, the
initial risk score, and other relevant factors. Questions to consider include: Does our current
onboarding tool help us monitor changes in customer circumstances? If an address change triggers
an ID verification process, does our system request an ID with the new address and conduct a
liveness check? (10).

Customer risk score is determined by various factors. It is essential to gather all relevant
information and integrate each system'’s machine-readable output into the risk engine regularly. This
ensures that the customer experience aligns with any potential risk identified.

Conclusion

Fintechs have become a major player in the financial industry, but their growth has been
hindered by Anti-Money Laundering (AML) challenges. With the increasing regulatory pressure,
fintechs are facing the need to comply with AML laws to maintain their credibility and reputation.
However, with the help of technology, fintechs have the opportunity to address these challenges and
streamline their compliance processes. Fintechs can leverage innovative technologies such as
machine learning, artificial intelligence, and blockchain to enhance their AML compliance
processes. These technologies can assist in identifying and verifying customer identities, detecting
suspicious transactions, and improving overall transaction monitoring.
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